
From: Moody, Dustin (Fed)
To: Kerman, Sara J. (Fed)
Cc: Dworkin, Morris J. (Fed)
Subject: Small typo regarding hash-based signatures
Date: Wednesday, August 28, 2019 9:41:12 AM
Attachments: NIST 2nd PQC Workshop talk.pptx

Sara,
     A few small corrections to make.  Somebody noticed that when we talk about stateful hash-
based signatures we transposed two digits in one of the RFC's.  We mention RFC 8931, when it
should be RFC 8391.  I've corrected it on my slides for the presentation I gave at the workshop
last week (attached).  Also, he noted two pages on our websites:

The pages concerned are:

https://csrc.nist.gov/projects/stateful-hash-based-signatures
https://www.nist.gov/news-events/news/2019/02/request-public-comments-stateful-hash-based-
signatures-hbs

No rush to fix this.  Thanks!

Dustin

mailto:dustin.moody@nist.gov
mailto:sara.kerman@nist.gov
mailto:morris.dworkin@nist.gov
https://csrc.nist.gov/projects/stateful-hash-based-signatures
https://www.nist.gov/news-events/news/2019/02/request-public-comments-stateful-hash-based-signatures-hbs
https://www.nist.gov/news-events/news/2019/02/request-public-comments-stateful-hash-based-signatures-hbs

The 2nd Round
of the NIST PQC Standardization Process
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Welcome.  Thank you to all the authors, teams, panelists, attendees.
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The 2nd NIST PQC Standardization Workshop

Over 250 people registered

(almost) All of the Round 2 teams will give an update

17 papers to be presented out of 43 submitted

An Industry Panel later today

Final session – Next Steps/Open Problems

Please answer the questions sent to you / scan the QR code











We wanted to accept more

Thank you for sticking around! We know it’s a long week.  

NTS-KEM has slides on our webpage – ask Q’s on the forum

Thank Sara – where to get help



Speakers – sign permission to film form (email)



Don’t share the link/google form.  Only for participants.  Will close at the end of the workshop.
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How we got here…

NIST’s public-key crypto standards

FIPS 186, The Digital Signature Standard

SP 800-56 A/B, Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm/Integer Factorization Cryptography



Quantum computers and Shor’s Algorithm











3



How we got here…

2006 – 1st PQCrypto conference in Leuven, Belgium

2009 – NIST PQC survey Quantum Resistant Public Key Cryptography: A Survey [Perlner, Cooper]

2012 – NIST begins PQC project

Apr 2015 – NIST Workshop on Cybersecurity in a Post-Quantum World

Aug 2015 – NSA announcement

Feb 2016 – NIST Report on PQC (NISTIR 8105)

Feb 2016 – NIST announcement of “competition-like process” at PQCrypto in Japan

Dec 2016 – Final requirements and evaluation criteria published

Nov 2017 – Deadline for Submissions

Dec 2017 – Round 1 begins – 69 candidates accepted as “complete and proper”

Apr 2018 – 1st NIST PQC Standardization Workshop

Jan 2019 – Round 2 candidates announced

Aug 2019 – 2nd NIST PQC Standardization Workshop









Not to say others not doing anything

10th PQCrypto this year in Chongqing, China
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The “Competition”

Scope:

Digital Signatures

EUF-CMA up to 264 signature queries



Public-key Encryption / Key-Encapsulation Mechanisms (KEMs)

IND-CCA up to 264 decryption/decapsulation queries

IND-CPA option

Open and transparent process

Unlike previous AES and SHA-3 competitions, there will not be a single “winner”





Evaluation Criteria

Security – against both classical and quantum attacks











NIST asked submitters to focus on levels 1,2, and 3.  (Levels 4 and 5 are for very high security)

Performance – measured on various classical platforms

Other properties: Drop-in replacements, Perfect forward secrecy, Resistance to side-channel attacks, Simplicity and flexibility, Misuse resistance, etc.





		Level		Security Description

		I		At least as hard to break as AES128   (exhaustive key search)

		II		At least as hard to break as SHA256   (collision search)

		III		At least as hard to break as AES192    (exhaustive key search)

		IV		At least as hard to break as SHA384    (collision search)

		V		At least as hard to break as AES256    (exhaustive key search)







These are understood to be preliminary estimates
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The 1st Round Candidates

82 submissions received. 

69 accepted as “complete and proper”   (5 withdrew)



				Signatures		KEM/Encryption		Overall

		Lattice-based		5		21		26

		Code-based		2		17		19

		Multi-variate		7		2		9

		Symmetric-based		3				3

		Other		2		5		7

								

		Total		19		45		64
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The 1st Round 2nd Round Candidates

				Signatures				KEM/Encryption				Overall		

		Lattice-based		5		3		21		9		26		12

		Code-based		2		0		17		7		19		7

		Multi-variate		7		4		2		0		9		4

		Symmetric-based		3		2						3		2

		Other		2		0		5		1		7		1

														

		Total		19		9		45		17		64		26
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Overview of the 1st Round

Began Dec 2017 – 1st Round Candidates published

Resources:

Internal and external cryptanalysis

21 of the 69 schemes had been broken/attacked by April

The 1st NIST PQC Standardization Workshop

Research publications

Performance benchmarks

Official comments

The pqc-forum mailing list
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NIST’s Process 

Dec 2017 – Check submissions for completeness

Jan to Sep 2018 –  Detailed internal presentations on submissions

Apr 2018 – 1st Workshop – submitter’s presentations

Sep to Nov 2018 – Review and make preliminary decisions

Compare similar type schemes to each other

Dec 2018 – Final decision and start report (NISTIR 8240)

Very hard decisions

NISTIR 8240 – Status Report on the 1st Round of the NIST PQC Standardization Process

Report focused on the reasons for moving on

Announced 2nd Round candidates – Jan 30, 2019
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Apples and Oranges







Doesn’t include the ones we lacked full security in, and the 3 eliminated for performance reasons
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Biting the Bullet

















Result of Mergers + cuts



Hard decisions
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The Second Round (and beyond)

NIST is still open to mergers

Only need new IP statements if new team members have joined, or if IP status has changed

Later on in process, IP concerns may play a larger role in our decisions



The 2nd Round will take 12-18 months, after which we expect to have a 3rd Round



Overall timeline: we still expect draft standards around 2022ish

(but reserve the right to change this!)







We are proceeding in a similar fashion to the 1st round.  



For 3rd round – competing factors.  Not move too fast, nor too slow.  We’re trying to keep all options open.  
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Performance

We have internal numbers, based on implementations sent to us

We strongly prefer code that is constant time



Performance will play a larger role in the 2nd Round

We encourage benchmarking on a variety of platforms

We are looking for mature schemes – beyond just proof of concept



Implementations can always be updated

We won’t change the implementations on our Round 2 webpage

Teams should feel free to advertise results on the pqc-forum, and on their own websites









Note logarithmic scale

Disclaimer – These are from the optimized implementations submitted to us.  We know better implementations exist/will exist.  
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Category 1: Public Key vs Ciphertext size - PKE/KEMs



Isogeny	330	196	378	224	346	209	402	248	McEliece	524160	261120	319488	188	128	128	Quasi-Cyclic Codes	1872	2080	2832	2542	1271	2758	1411	3125	1872	1040	944	2542	1271	2758	2758	6234	Low Rank Codes	465	1546	634	853	465	1674	1188	1690	Structured Lattice	994	897	804	804	800	800	544	672	928	928	1138	453	445	909	897	1025	917	917	736	736	712	736	1120	1088	1138	563	549	981	Unstructured Lattice	9616	5214	9720	5236	Public Key (bytes)





Ciphertext  (bytes)













Category 1: Speed vs Sizes



Isogeny	29112.275000000001	56012.313000000002	42492.214999999997	80296.070000000007	676	405	780	472	McEliece	187898.766	50025.046000000002	41149.991999999998	524348	261248	319616	Quasi-Cyclic Codes	3829.0079999999998	2164.6289999999999	3658.029	1783.866	4898.8	2549.9459999999999	2386.7440000000001	1119.5709999999999	3744	3120	3776	5084	2542	5516	4169	9359	Low Rank Codes	1258.7070000000001	5146.6090000000004	967.49	1465.1769999999999	930	3220	1822	2543	Structured Lattices	3409.0859999999998	1109.578	246.28899999999999	158.05199999999999	89.168000000000006	52.762999999999998	244.02	179.023	237.42099999999999	132.02199999999999	466.339	160.99199999999999	286.78399999999999	220.99799999999999	1891	1922	1721	1721	1536	1536	1256	1408	2048	2016	2276	1016	994	1890	Unstructured Lattices	3609.09	1249.8009999999999	19336	10450	Cycles for Gen + Enc + Dec (1000s of cycles)





Ciphertext + Public Key (Bytes)













Category 1: Speed - PKE/KEMs



KeyGen	SIKEp434	SIKEp434_compressed	SIKEp503	SIKEp503_compressed	McEliece348864	McEliece348864f	NTS_KEM_12_64	LEDACrypt_128SL_N02	LEDACrypt_128SL_N03	LEDACRYPT_128SL_N04	BIKE1, LEVEL 1	BIKE2, LEVEL 1	BIKE3, LEVEL 1	BIKE3, LEVEL 1, BANDWIDTH_OPT	HQC-128-1	Rollo-I-128	Rollo-II-128	Rollo-III-128	RQC128	NTRUprime_sntrup653	NTRUprime_ntrulpr653	BabyBear	BabyBearEphem	Kyber512	kyber512-90s	LAC128	LightSaber	NewHope512cca	NewHope512cpa	NTRU_ntruhrss701	Round5_1KEM_0d	Round5_1KEM_4longkey	Round5_1KEM_5d	FrodoKEM-640	Round5_1KEM_0d	6760.17	16169.075000000001	9665.5519999999997	24219.044999999998	187434.03700000001	49849.360999999997	40772.489000000001	3074.7170000000001	1252.0170000000001	1872.0889999999999	200.16900000000001	3300.2440000000001	179.303	177.24700000000001	173.20699999999999	294.04700000000003	2125.125	85.962999999999994	197.40100000000001	2391.1010000000001	991.37099999999998	54.500999999999998	54.610999999999997	24.829000000000001	14.837999999999999	47.054000000000002	51.220999999999997	56.401000000000003	46.673000000000002	339.31	43.957000000000001	75.367999999999995	57.527000000000001	1027.4860000000001	483.07900000000001	Enc	SIKEp434	SIKEp434_compressed	SIKEp503	SIKEp503_compressed	McEliece348864	McEliece348864f	NTS_KEM_12_64	LEDACrypt_128SL_N02	LEDACrypt_128SL_N03	LEDACRYPT_128SL_N04	BIKE1, LEVEL 1	BIKE2, LEVEL 1	BIKE3, LEVEL 1	BIKE3, LEVEL 1, BANDWIDTH_OPT	HQC-128-1	Rollo-I-128	Rollo-II-128	Rollo-III-128	RQC128	NTRUprime_sntrup653	NTRUprime_ntrulpr653	BabyBear	BabyBearEphem	Kyber512	kyber512-90s	LAC128	LightSaber	NewHope512cca	NewHope512cpa	NTRU_ntruhrss701	Round5_1KEM_0d	Round5_1KEM_4longkey	Round5_1KEM_5d	FrodoKEM-640	Round5_1KEM_0d	10827.120999999999	20659.398000000001	15838.013000000001	29078.06	180.89	60.76	74.034000000000006	112.509	85.825000000000003	105.361	135.99100000000001	112.759	178.85400000000001	188.67599999999999	357.339	75.162999999999997	312.99700000000001	154.995	295.66300000000001	970.71699999999998	54.334000000000003	73.539000000000001	74.558000000000007	36.11	21.408000000000001	72.900999999999996	65.391999999999996	89.277000000000001	69.725999999999999	70.677000000000007	77.034999999999997	138.595	105.974	1317.8309999999999	537.33500000000004	Dec	SIKEp434	SIKEp434_compressed	SIKEp503	SIKEp503_compressed	McEliece348864	McEliece348864f	NTS_KEM_12_64	LEDACrypt_128SL_N02	LEDACrypt_128SL_N03	LEDACRYPT_128SL_N04	BIKE1, LEVEL 1	BIKE2, LEVEL 1	BIKE3, LEVEL 1	BIKE3, LEVEL 1, BANDWIDTH_OPT	HQC-128-1	Rollo-I-128	Rollo-II-128	Rollo-III-128	RQC128	NTRUprime_sntrup653	NTRUprime_ntrulpr653	BabyBear	BabyBearEphem	Kyber512	kyber512-90s	LAC128	LightSaber	NewHope512cca	NewHope512cpa	NTRU_ntruhrss701	Round5_1KEM_0d	Round5_1KEM_4longkey	Round5_1KEM_5d	FrodoKEM-640	Round5_1KEM_0d	11524.984	19183.84	16988.650000000001	26998.965	283.839	114.925	303.46899999999999	641.78200000000004	826.78700000000003	1680.579	1447.7059999999999	1485.797	2191.7890000000002	2020.8209999999999	589.02499999999998	889.49699999999996	2708.4870000000001	726.53200000000004	972.11300000000006	47.268000000000001	63.872999999999998	118.249	28.882999999999999	28.228999999999999	16.516999999999999	124.065	62.41	91.742999999999995	15.622999999999999	56.351999999999997	40	72.820999999999998	57.497	1263.7729999999999	229.387	

Speed (1000s of cycles)













Category 1: Public Key vs Signature Size  - Signatures



Lattices	896	896	1504	480	897	897	897	1387	1387	1376	1568	690	690	690	Multivariate	148992	430944	417408	444696	12437	12437	46	64	34	33	36	311	311	20854	Symmetric	33	33	33	32	32	32	32	32	32	13806	34036	53965	16976	8080	16976	8080	16976	8080	Public Key (bytes)





Signature Size (bytes)













Category 1: Speed vs Size - Signatures



Lattice	1387	1387	1376	1568	690	690	690	171.114	122.247	181.12700000000001	187.73699999999999	653.36500000000001	821.20100000000002	12074.293	Multivariate	64	34	33	36	311	311	20854	61.390999999999998	134331.326	820642.69900000002	3806.0230000000001	14014.721	15636.084000000001	2444.6579999999999	Symmetric	13806	34036	53965	16976	8080	16976	8080	16976	8080	173818.69899999999	4113.53	5019.7259999999997	15599.387000000001	262099.101	32998.44	549273.64199999999	91652.873999999996	1418548.4680000001	Signature Size (bytes)





Signing Time (1000s of cycles)













Didn’t include all the Sphincs implementations
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Category 1: Speed - Signatures



KeyGen	Dilithium1	Dilithium1-AES	qTesla_I	qTesla_I_s	Falcon512avx2	Falcon512fpu	Falcon512int	Rainbow_Ia_Classic	BlueGeMSS128	GeMSS128	RedGeMSS128	LUOV-8-58-237-chacha	LUOV-8-58-237-keccak	MQDSS-48	Picnic2l1fs-avx2	Picnicl1fs-avx2	Picnicl1ur-avx2	Sphincs-haraka-128f-simple	Sphincs-haraka-128s-simple	Sphincs-sha256-128f-simple	Sphincs-sha256-128s-simple	Sphincs-shake256-128f-simple	Sphincs-shake256-128s-simple	56.823999999999998	35.345999999999997	780.274	773.32500000000005	19225.059000000001	18179.898000000001	38540.947999999997	5641.3829999999998	36669.178999999996	36949.671000000002	35610.964	8752.5390000000007	10367.045	579.83799999999997	15.83	13.493	13.964	428.48	13576.093999999999	996.16099999999994	31671.54	2782.86	88989.695000000007	Sign	Dilithium1	Dilithium1-AES	qTesla_I	qTesla_I_s	Falcon512avx2	Falcon512fpu	Falcon512int	Rainbow_Ia_Classic	BlueGeMSS128	GeMSS128	RedGeMSS128	LUOV-8-58-237-chacha	LUOV-8-58-237-keccak	MQDSS-48	Picnic2l1fs-avx2	Picnicl1fs-avx2	Picnicl1ur-avx2	Sphincs-haraka-128f-simple	Sphincs-haraka-128s-simple	Sphincs-sha256-128f-simple	Sphincs-sha256-128s-simple	Sphincs-shake256-128f-simple	Sphincs-shake256-128s-simple	171.114	122.247	181.12700000000001	187.73699999999999	653.36500000000001	821.20100000000002	12074.293	61.390999999999998	134331.326	820642.69900000002	3806.0230000000001	14014.721	15636.084000000001	2444.6579999999999	173818.69899999999	4113.53	5019.7259999999997	15599.387000000001	262099.101	32998.44	549273.64199999999	91652.873999999996	1418548.4680000001	Verify	Dilithium1	Dilithium1-AES	qTesla_I	qTesla_I_s	Falcon512avx2	Falcon512fpu	Falcon512int	Rainbow_Ia_Classic	BlueGeMSS128	GeMSS128	RedGeMSS128	LUOV-8-58-237-chacha	LUOV-8-58-237-keccak	MQDSS-48	Picnic2l1fs-avx2	Picnicl1fs-avx2	Picnicl1ur-avx2	Sphincs-haraka-128f-simple	Sphincs-haraka-128s-simple	Sphincs-sha256-128f-simple	Sphincs-sha256-128s-simple	Sphincs-shake256-128f-simple	Sphincs-shake256-128s-simple	75.087999999999994	57.488	58.98	59.518999999999998	127.249	116.158	115.16	27.524999999999999	201.911	198.672	201.291	1465.0319999999999	3097.837	1676.6790000000001	78109.365000000005	3360.6010000000001	4133.3519999999999	781.43200000000002	346.64400000000001	3964.6309999999999	1661.079	6464.4390000000003	2735.134	

Speed (1000s of cycles)









Stateful Hash-based signatures

NIST plans to approve stateful hash-based signatures

1) XMSS, specified in RFC 8391 

2) LMS, specified in RFC 8554

Will include their multi-tree variants, XMSS^MT and HSS

In Feb 2019, NIST issued a request for public input on how to mitigate the potential misuse of stateful HBS schemes.  

See comments received here



Will recommend HBS schemes limited to scenarios in which a digital signature scheme needs to be deployed soon, but where risks of accidental one-time key reuse can be minimized



NIST expects to have a draft Special Publication (SP) published by the end of 2019





Most comments offering advice, caution.  Adam said probably not worth it.
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What NIST wants

Performance (hardware+software) will play more of a role

More benchmarks

For hardware, NIST asks to focus on Cortex M4 (with all options) and Artix-7

pqc-hardware-forum

How do schemes perform on constrained devices?

Side-channel analysis (concrete attacks, protection, etc…)

Continued research and analysis on ALL of the 2nd round candidates



See how submissions fit into applications/procotols.  Any constraints?







We are looking for mature schemes

-- We still would prefer MUCH more hardware analysis

-- The PQC-Hardware-Forum is open, but not used yet [[This is the "primary point in time" that we could encourage kicking off more discussion there..]]

1) PERFORMANCE: How do the schemes perform on constrained hardware? Do they all "fit"? Are there large changes in performance vs. the software implementations we already have?
2) SECURITY: Side-channel analysis -- this area is still /mostly/ wide-open. We are listening intently for any work on side-channel attacks and side-channel resilience.
Please give us:
a) New side-channel attacks on the concrete candidates, evaluate this in practice!
b) Theoretical, high-level analysis of how resistant these schemes' hardness assumptions are to side-channel attacks
c) Practical "side-channel masking" -- either "masked implementations," "re-ordering of algorithms' code to prevent attacks," etc.
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Summary

Round 2 is ongoing….

26 candidate algorithms                            (17 encryption/KEM, 9 signatures)



We will continue to work in an open and transparent manner with the crypto community for PQC standards



Check out: www.nist.gov/pqcrypto

Sign up for the pqc-forum



Talk to us: pqc-comments@nist.gov









image1.jpeg







image2.png

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce






image3.png

M Inbox () - dbmoody? X | @ hitpsy/maiatiachme X | @ hitps//maikatiachme X | @b PQC-Documents -4 x| @] Accepted PQCsubm X |l RoundzPerformancet X | @ Technology Readines: X [ CommentsonPacs x

C @ docsgoogle.com/forms/d/e/1FAIPQLSCADGXXFKt 1wZeiW\VYD53yGQeS5mo_2KIOKZWHKLOKIS)An6w/viewform a % @

Il me [<3 =
Apps wer NISTHomepage 88 PQC - Sharepoint (@) The liptic Curve C.. [l New York Times Cr.. B clarksburg md - Go. Xmas 2018 @ Rogers Online Equ. Offce365 & Stein's book Scanz % dbm sagepage @ Reverse Boggle »
& el
Comments on PQC Standardization N
H .

NIST is asking for comments and suggestions from the post-guantum crypto community, about our » B
next steps towards standardizing PQC. 1t will be especially helpful if you can express each FR sa
o e P e v e ot
e e K
Comments submitted using this form will be read by the NIST PQC team. Comments are o
e M e A S r
the commenters and other personally identitying nformation will b kept private, but THE TEXT OF .
e et e e e

P

6 7 0
FOR CONFERENCE ATTENDEES ONLY! PLEASE DO NOT
SHARE LINK. Eve Fleisig
oor

Prypto Read...

Our big question [e]
L
= eds

What are the most important actions that we (the PQC

community) need to carry out during the next few years? (1000 aEnD

character limit, MAY BE MADE PUBLIC) )

19.6/22/2019

»

To help us sort through the comments, please check any of
the following boxes that apply to your comments:

General subject areas:

[J Theory and security proofs

Software and hardware implementations, performance, and quality
assurance

Deployment, standardization, and organizational and legal issues

Cryptanalysis and possible attacks

(]
(]
(m]
(m]

m]

O Type here to search






image4.png







image5.tmp

Algorithms for Quantum Computation:
Discrete Logarithms and Factoring

Peter W. Shor
AT&T Bell Labs
Room 2D-149
600 Mountain Ave.
Murray Hill, NJ 07974, USA|

Abstract

A computer is generally considered 10 be  universal
compuiaional devie; i., it is beleved able t0 simuate
any physical compuaional device with a cost in com-
putation time of at mst a polynomial factor. It is not
clear whether his is sil rue when quantum mechanics
i taken into consideration. Several researchers, siaring
with David Deutsch, have developed models for quanium
mechanical computers and have ivestigated heircompu-
ttional propertis. This paper gives Las Vegas lgorithms
Jor finding discree logarithms and factoring iniegers on
@ quantum computer that take a number of sieps which is
polynomia i the inpu sie, 5. the number o digis of the
lnieger to be factored. These two probiems are generally
considered hard on a clasical compuier and have been
used asthe basis of several proposed crypiosysiems. (We
thus give th first examples of quantum crypianalysi.)

1 Introduction

Since the discovery of quantum mechanics, people have
found the behavior of the laws of probabiliy in quan-
tum mechanics counterintuiive. Because of this behavior,
quantum mechanical phenomena behave quite differently
than the phenomena of classical physics that we are used
o, Feynman seems 0 have been the first. (0 ak what effect

[1,2]. Although he did not ask whether quantum mechan-
s conferred extra power o compuation, h did show that
 Turing machine could be simulated by the reversible uni-
tary evolution of a quantum process, which s a necessary
prerequisitefor quantum computation. Deutsch (9, 10] was
the frs 0 give an explicit model of quantum computation.
He defined both quantum Turing machines and quantum
circuits and invesigated some of their propertcs

‘The next part o tis paper discusses how quantum com-
putation relaes (o classical complexity classes. We will
thus first give a brief intwitive discussion of complexity
classes for those readers who do not ave this background.
There are generally two resources which limit the ability
of computes 0 solve large problems: time and space (i
memory). The field of analysis of algorithms considers
the asymptotic demands that algorithms make for these
resources as a function of the problem size. Theoretical
computer scientsts generally classify algorithms as cffi-
cient when the number o steps of the algorithms grows as
a polynomial in the size of the input. The class of prob-
ems which can be solved by effcient algorithms i known
as P. This classifcation has several nice propertis. For
one thing, it does a reasonable job of refectng the per-
formance of algorithms i practice (although an algorithm
‘whose running time is the tenth power of the input size,
say, is not truly eficient). For another, this classification s
nice theoretcally, as different reasonable machine models
produce the same class P. We willsee this behavior reap-
B e T
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